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Gadgets for
car thefts
available

online

for $280

Number of vehicles stolen here down, but
researcher says break-ins are global problem

Danson Cheong

Car owners beware. Your vehicle
can be broken into with gadgets
that cost only about US$200
(S$280) and are easily found online.

A specialist in automotive securi-
ty said car thieves are getting bold-
er and more sophisticated, employ-
ing an arsenal of gadgets to steal ve-
hicles or the valuables in them.

These range from radio jammers
that prevent the remote control
from locking a car, to devices that
plug into the car’s onboard comput-
ers to reprogram ignition keys, said
Mr Philipp Mundhenk.

Mr Mundhenk, a research associ-
ateat the TUM Create research cen-
tre here, warned that even as car
manufacturers strove to make their
vehicles more secure, thieves were
constantly trying to find loopholes.

“It’s exactly like an arms race,” Mr
Mundhenk, who is studying auto-
motive security for his PhD thesis
at the centre’s embedded systems
group, told The Straits Times.

His remarks come after two cases
of car theft in Johor Baru were re-
ported earlier this week. Both in-
volved Hondas and took place over
the Golden Jubilee weekend.

Overall, though, motor vehicle
thefts involving Singapore-regis-
tered vehicles have declined over
the past414 years.

According to figures from the
General Insurance Association
(GIA), 134 vehicles were stolen in
the first half of this year — fewer
than half of the 330 for the whole of
lastyear.

In 2011, 417 vehicles were stolen —
mostly motoreycles.

GIA added that its data does not
show whether specific makes or
modelswere being targeted.

But even as the Singapore theft
numbers plunge, Mr Mundhenk said
he has noticed that reports of car
break-ins are getting “more and
more common” worldwide from the
beginning of last year.

“It might be because devices to
break car security are more readily
available online,” he said.

Indeed, he showed The Straits
Times one website that sold a re-
mote control signal duplicator that
claimed to be able to “receive,
copy car remote-control signals,
then command the car”, for only
about US$200.

One such device could have been
used to unlock Singaporean Nolan
Khoo’s Honda Civic on Monday at
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Johor Baru’s Tebrau City mall.

On Tuesday, Mr Khoo, 32, an assist-
ant manager at a logistics firm, post-
ed on Facebook a video of the inci-
dent, captured on a CCTV camera
from a nearby store. It showed the
car being stolen in only 10 seconds.

Once thieves get into the car,
they can access the onboard diag-
nostic port — which is usually locat-
ed under the steering wheel, said
MrMundhenk.
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Thieves or would-be attackers
can manipulate the car’s computer
systems through that port.

“If you have access to that, you
have control over everything in the
car,” he said, adding that the thief
could use a device to reprogram any
key to start the engine, or even disa-
ble the brakes. !

“Cars are basically computers on
wheels; a high-end car can have
up to 100 electronic control units

(onboard computers).”

Experts advised motorists to take
precautions such as using steer-
ing-wheel clamps - although even
these are nota guarantee.

“Any hurdle will buy you time,
and make it less likely for your car
to be a victim of an attack,” said Mr
Mundhenk.

GIA’s executive director, Mr
Derek Teo, also advised drivers to
avoid leaving vehicles unattended
in deserted or poorlylit areas.

“(Drivers) should not leave vehi-
cle keys with%trangers, even park-
ing valets. They should park their
vehicles in a position that leaves
tow trucks no leeway to tow their
vehiclesaway,” said Mr Teo.

Meanwhile, Mr Khoo told The
Straits Times that while the shock
of losing his car is fading, he still
hadno news ofitswhereabouts.

“I haven’t heard anything from
the Johor police, but I have advised
my friends to be alert when going to
] B for shopping,” he said.

dansonc@sph.com.sg

While the shock
of losing his car
in Johor Baru
earlier this week
is fading, Mr
Nolan Khoo (left)
still has no news
of its
whereabouts.
The car could
have been driven

broken into with
one of the
devices available
online (below).
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Claims may take
up to halfa year
It can take three to six

months to get reimbursed
following the theft of one’s

_ vehicle.

The General Insurance
Association said the length -
of time depended on sever-
al factors, its executive di-
rector Derek Teo told The
Straits Times.

These included the cir-
cumstances in which the
loss occurred, police re-
ports and whether there is
a police investigation, and
the scale of investigation
undertaken by the insurer.

Mr Teo said: “Compensa-
tionis in the form of cash re-
imbursement on market
value at the time ofloss.”
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