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 What influence do component vulnerabilities
have on the security of a specific function?

* |s a certain architecture design decision
beneficial in comparison to an alternative in
terms of security? Which?

* How much effort should be invested in the
consideration of security during
implementation of specific components?
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Architecture Security Analysis
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 What influence do component vulnerabilities have on the security of a
specific function?

=» Component influence on system can be quantified

e |Is acertain architecture design decision beneficial in comparison to an
alternative in terms of security? Which?

=>» Comparison of architectures is enabled

 How much effort should be invested in the consideration of security
during implementation of specific components?

=2 A quantifiable measure for security impact is given

Future work:

* increase scalability to full vehicle network
e optimize security of architectures

* synthesize new secure architectures
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